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(57) [Abstract] 

[Problems to be Solved] At boot-up of a computer, it is checked whether or not an OS, 
an OS loader, and other files to be checked are tampered, and after confirmation of 
their safety, the OS, the OS loader and the application are started.. 
[SoMng Means] A boot program 2 stored in a ROM 1 reads first stored information 41 
stored in an auxiliary storage 4 not via an OS after initialization of a BIOS, and reads, in 
accordance with read contents, a file to be checked 42 without invoMng the OS. 
These read contents and second stored irrfbrmation stored in the ROM 1 are used to 
check presence or absence of the file to be checked. After confirming that there has 
occurred no tamper, an OS loader 43 is called to start up an OS 44. 

[Scope of Claims for Patent] 

[Claim 1] A computer system having a tamper checking funcfion comprising in which a 
boot program in a ROM starts up at a boot-up, the boot program starts an OS loader in 
an auxiliary storage, and the OS loader starts an OS in the auxiliary storage, wherein 
the boot program comprises: 

a stored information reading unit that reads a first stored information stored in 
the auxiliary storage; 

a file to be checked reading unit that reads an arbitrary number of files to be 
checked firom the auxiliary storage based on a description read in the first stored 
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infoimation; and 

a tamper detecting unit that checks presence or absence of tamper in each of 
the files to be checked based on second stored infoimation, the first stored information 
which is read and each of the files to be checked in the boot program. 
5 [Claim 2] A computer system, wherein 

a digital signature for each of files to be checked is stored in the first stored 
infomiation, 

a key for verifying the signature is stored in the second stored infomiation, and 
the tamper detecting unit according to daim 1 checks presence or absence of 
1 0 tamper of each of the files to be checked from the digital signature and the key for 
verifying the signature. 

[Claim 3] A computer system, wherein an OS loader stored in the auxiliary storage is, 
as one of the files to be checked, subjected to tamper check at boot-up. 
[Claim 4] A computer system, wherein an OS file stored in the auxiliary storage is, as 
1 5 one of the files to be checked, subjected to tamper check at boot-up. 
[Claim 5] A computer system, wherein 

the first stored information includes information for temper check of the first 
stored information, 

the temper detecting unit according to claim 1 has a function of checking 
20 temper of the first stored information. 
[Claim 6] A computer system, wherein 

a compressed value which is obtained by compressing each of the files to be 
checked by a one-way function and a digital signature of the first stored information are 
stored in the first stored information, 
25 a key for verifying the signature is stored in the second stored information, and 
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the tamper detecting unit checks presence or absence of tamper of the first 
stoned information by using the digital signature and the key for verifying the signature, 
and checks presence or absence of tamper of each of the files to be checked by using 
the compressed value. 
[Claim 7] A computer system, wherein 

the boot program comprises a stoned information obtaining unit that obtains 
the second stoned information fliom an input device, and 

the second stored information is obtained by inputting of a user. 
[Claim 8] The computer system according to daim 7, wherein 

a compressed value obtained by compnessing each of the files to be checked 
and the second stored information by a one-way fijnction, and a compressed value 
obtained by compnessing the first stoned information and the second stored information 
by a one-way fijnction are stoned in tiie first stored information, 

tiie tamper detecting unit calculates the compressed value again by using tiie 
second stored Information obtained by the stoned information obtaining unit acconding 
to claim 7 and companes a nesuttant value with the compressed value stored in tine first 
stored information to check presence or absence of tamper of each of the files to be 
checked and the first stoned information. 
[Claim 9] A computer system, wherein 

tiie second stoned information is included in an external storage, 

the boot pnogram has a second stored information reading unit that obtains 
the second stoned information fiiom the external storage, and 

the external storage comprises an anti-tamper unit of tiie second stoned 
information. 

[Claim 10] A computer system in which the second stored information is stored in tiie 



external computer, wherein 

the external computer comprises: 

an anti-tamper unit of the second stored information; and 

a tamper detection calculation unit that carries out calculations necessary for 
5 tamper detection using the second stored information, 

the boot program comprises communicating unit with the external computer, 

the tamper detecting unit according to claim 1 checks presence or absence of 
tamper of each of files to be checked by using the first stored information, each of the 
files to be checked, and using the tamper detection calculating unit at the external 
10 computer via the communicating unit with the external computer. 
[Claim 1 1] A computer system, wherein 

a tamper detecting program with a tamper detecting fijnction according to 
daim 1 is stored in a storage having a write protect fijnction, and 

the boot program comprises an executing unit of the tamper detecting 
15 program. 

[Claim 12] A computer system, wherein 

a tamper detecting program with a tamper detecting fijnction according to 
claim 1 is stored in the auxiliary storage, 

a value obtained by compressing the tamper detecting program by a one-way 
20 fijnction is stored in the ROM in advance, 

the boot program comprises: 

a tamper detecting program checking unit that checks presence or absence 
of tamper of the tamper detecting program per se by compressing the tamper 
detecting program by a one-way fijnction and comparing a compressed value with the 
25 compressed value stored; and 
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a tamper detecting program executing unit that executes the tamper delecting 

program. 

[Claim 13] A computer system, wherein 

a tamper detecting program with a tamper detecting function according to 
5 claim 1 is stored in the auxiliary storage, 

the OS loader stored in a boot sector of the au)dliary storage is stored in 
advance in a portion other than the boot sector of the auxiliary storage, and 

an alternate OS loader is stored in a boot sector of the auxiliary storage, the 
alternate OS loader comprising: 
1 0 a tamper detecting program executing unit tiiat executes reading of the 

tamper detecting program from tine auxiliary storage; and 

an OS loader executing unit ttiat executes reading of tt^e OS loader stored. 



[0010] 

1 5 [Problems to be Solved by the Invention] The problems of the conventional art are 
problems of operations. 

[0011] This is because, as mentioned in tiie first example of tiie conventional 
art, for sater operations, a computer system is booted up by physically unrewritable 
safe mediums before check is executed. However, actually almost computer users 

20 usually store OS or application programs in hard disks. A hard disk is not physically 
unrewritable medium and is likely to be tampered. Therefore, a computer system is 
booted up by a floppy disk which has OS and tamper checking program stored tfierein 
and which is write protected, and after checking OS and OS loader in ti^e hard disk, tiie 
hard disk has to be booted up again. This botiiers uses in operation and requires 

25 unnecessary latency time of system boot-up. 
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[0012] An object of the present invention is to check with reliability presence or 
absence of tampered program to be executed at boot-up of the OS loader, Os or the 
computer under stress-free operation of users. 

[0013] It is another object of the present invention to simplify the configuration 
of a device for realizing the first object. 

[0014] It is still another object of the present invention to increase the speed of 
tamper detecting processing. 

[0015] It is still another object of the present invention to improve 
maintainability of the whole system. 

[0033] 

[Embodiments of the Invention] 
[1] Descriptions of Configuration 

Next, embodiments of the present invention are described in detail with 
reference to the drawings. 

[0034] Refemng to Fig. 1 , a first embodiment of the present invention 
comprises a controller 100 and an auxiliary storage 4. 

[0035] The controller 100 comprises a ROM 1, a RAM 102 and a CPU 101 
that executes programs stored in the ROM and the RAM. 

[0036] A boot program 2 stored in the ROM 1 is a program of reading into the 
RAM 102 an OS loader 43 stored in the auxiliary storage 4 after initializing peripheral 
devices including the auxiliary storage 4 to start up a basic I/O system (hereinafter 
referred to as BIOS). The present invention provides this boot program 2 with a 
tamper detecting function. 

[0037] The auxiliary storage 4 includes an OS file 44 and an OS loader 43 for 
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reading and executing the OS file 44 Into the RAM 1 02. In the present invention, the 
auxiliary storage 4 has an arbitrary number of files which are to be set as files to be 
checked 42 of which presence or absence of a tamper is checked at boot-up of the 
system, and setting data, information for tamper check, for example digital signature 
5 information are stored in first stored information 41 . 

[0038] The above-mentioned tamper detecting function 3 comprises a stored 
information reading unit 31 , a file to be checked reading unit 32 and a tamper detecting 
unit 33. 

[0039] The stored information reading unit 31 reads the first stored information 
10 41 flrom the auxiliary storage 4. The time of performing tiiis processing, in otiier words, 
the start-up of the boot program 2 is to be performed before the boot-up of the OS, and 
tiierefbre, it is impossible to access files via tiie OS. Accordingly, access to the 
auxiliary storage 4 has to be performed only witti a function of low level BIOS. For 
example, when the OS is MS-DOS of Microsoft Corporation, directory data and a file 
1 5 allocation table (hereinafter referred to as FAT) of tiie auxiliary storage 4 are referred to 
so as to obtain information on physical location of each file stored in ttie auxiliary 
storage 4. In other words, a file name and a corresponding entiy point of tiie FAT are 
written in tiie directory data, and a physical location of a stored file can be obtained by 
going around tiie FAT fi^om tiie entiy point. Hence, once a file name of tiie first stored 
20 information 41 is fixed in advance, tiie file name is used to obtain tiie physical location 
of tiie stored file in tiie auxiliary storage 4, and tiiis may be performed by using tiie 
BIOS. The same hold true witii other OS, in which a procedure of obtaining a 
physical location of a stored file executed by tiie OS is obtained to read tiie position 
firom tiie BIOS. 

25 [0040] The file to be checked reading unit 32 obtains contents of the file to be 
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checked 42 from the read first stored information 41 to read the file to be checked 42 
from the auxiliary storage 4. Also in the file to be checked reading unit 32, access to 
the storage has to be taken only by using a fijnction of low level of BIOS. Like in the 
above-mentioned stored information reading unit 31, a physical location in the auxiliary 
5 storage 4 is obtained in the same method as that a used OS executes to read the 
position flnom the BIOS. 

[0041] "The tamper detecting unit 33 checks presence or absence of tamper 
of a file to be checked read from the auxiliary storage 4 by using check information 
read from the first stored information 41 and second stored information 34 of a boot 

1 0 program per se. For example, a digital signature for each file to be checked is stoned 
as first stored information 41 and a key for signature check is stored as second stored 
information 34. The tamper detecting unit 33 uses the digital signature and the key for 
signature check to check presence or absence of tamper of the file to be checked. 
[0042] The tamper detecting fijnction 3 can be also adopted in detecting 

1 5 presence or absence of tamper of the OS loader 43. The OS loader is stored in a 
portion called boot sector in the auxiliary storage 4. The boot sector is located at a 
physically head portion of the auxiliary storage, or if it is divided in plural partitions, at a 
head portion of each of the partitions. A drive name of a boot sector to be checked is 
written in a box storing a file name of tiie first stored information 41 , thereby to specify a 

20 physical position in the auxiliary storage 4. Furtiier, if data for checking tamper of tine 
boot sector, for example, a digital signature is stored, the tamper detecting unit 33 can 
be used to check presence or absence of tamper of the boot sector or of the OS loader 
43 stored therein. More specifically, since the OS loader 43 is a part of the boot sector, 
the presence or absence of tamper of flie boot sector and tiie presence or absence of 

25 tamper of tiie OS loader 43 are diffierent However, since information on record 



format and the like is stored in iDoot sectors other than that of the program of the OS 
loader 43, the boot sectors also may be subjected to tamper check. If the tamper 
check is limited to only the program portion, for example, a field for storing the number 
of first skipping bites and the number of end ignored bites has only to be added to the 
5 first stored information 41 . Thus, only a program part to be checked is specified. 

[0043] The tamper detecting fijnction 3 can be also adopted in detecting 
presence or absence of tamper of the OS file 44. The OS file 44 is here a generic 
name for a basic OS program, a setting file \A/hich the OS program reads and various 
drivers to be executed at boot-up of the OS. Take, for example, MS-DOS of Microsoft 

10 Corporation, where the basic programs has file names of "io.sys", "msdos.sys" and 
"command.com", setting files which the OS programs reads include files of "config.sys" 
and "autoexecbaf and the drivers, which are described in the setting files, are 
executed at the boot-up of the OS to be resident in a memory. If each of these file 
names is described in advance in a box for storing file names of the first stored 

1 5 inlbrmation 41 and data for checking tamper, for example, a digital signature is 

described, the tamper detecting unit 33 is allowed to check presence or absence of 
tamper of files which are executed or referred to at boot-up of the OS. 

[0044] The tamper detecting function 3 can be adopted in detecting presence 
or absence of tamper of the first stored information 41 per se. The purpose for 

20 checking presence or absence of tamper of the first stored information 41 per se is as 
follows. For example, if one file to be checked 42 is tampered, description added to 
the file to be checked 42 may be deleted fl^om tiie first stored information 41 to avoid 
tamper firom being checked so as to conceal the tamper Check of the first stored 
information is usefljl for detecting presence or absence of concealment of the tamper. 

25 Specifically, as shown in Fig. 3 for example, tamper check stored information on 



information obtained up to that time, for example a digital signature, is allocated to the 
end of the first stored information 41 , and then, the tamper detecting unit 33 has only to 
utilize the tamper check stored information and the second stored information in the 
boot program 2 to check presence or absence of the tamper. 
5 [2] Descriptions of Operation 

Then, an operation of the embodiment of the present invention is described 
with reference to Figs. 1 and 2. 

[0045] When a computer system is turned on, an execution address is set as 
a leading address of a boot program 2 stored in a ROM 1 so as to execute the boot 
10 program 2. 

[0046] Fig. 2 is a flowchart that shows a processing flow of the boot program 2. 
The boot program 2 first starts processing of initializing periphery devices (step A1). 
This step is for execution of test and initialization of connected periphery devices and 
initialization of a BIOS, thereby to make the BIOS usable. The steps A2 to A1 0 are 

1 5 features of the present invention. 

[0047] At flrst, at step A2, the above-mentioned stored information reading 
unit 31 is used to read the first stored information 41 . 

[0048] Then, at step A3, the first stored information 41 is subjected to tamper 
check. When this is performed using a digital signature, first, a portion otfier than the 

20 own signature data of the first stored information 41 stored at flie end of the first stored 
information 41 as shown in Fig. 3 is compressed by Hash function. Then, the own 
signature data of Une first stored information 41 stored at tiie end tiiereof is decoded by 
a key stored in the second stored information 34 in tiie boot program 2. This 
compressed value and tiie decoded value are compared to check presence or 

25 absence of tamper depending on coincidence of tiie comparison result witii the 
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decoded value. If they are coincident, there has occurred no tampering and the 
processing proceeds to step A5. When they are not coincident the processing 
proceed to step A8 (step A4). 

[0049] Step A5 is a step of confimiing that tamper check is performed for 
5 each file to be checked 42 written in the first stored information 41 . When all of the 
files to be checked 42 are not checked, the processing proceeds to step A6. When 
all the files to be checked are completed, the processing proceeds to step A11 . 

[0050] At step A6, the above-mentioned file to be checked reading unit 32 is 
used to read a file to be checked 42. 

1 0 [0051 ] At step A7, the file to be checked 42 is subjected to tamper check. 

When tamper check is performed by using a digital signature, first, the file to be 
checked is compressed by Hash function. Then, a signature data stored in the first 
stored information 41 is decoded by a key which is stored in the second stored 
information 34 in tiie bcxA program 2. The resultant compressed value and flie 

1 5 decoded value are compared to check presence or absence of tamper depending on 
coincidence of tiie comparison result witti the decoded value. If they are coincident, 
tiiere has occurred no tampering and tiie processing proceeds to step A5. When 
fliey are not coincident, ttie processing proceeds to step A8 (step A4). 

[0052] At step A4, when tampering is detected, presence of tampering is 

20 displayed according to need in an additionally connected display, and it is determined 
whether tiie boot-up operation is continued or not (step A8, step A9). When 
continuation command is input at an additionally connected input device, it proceeds to 
step A5, When discontinue command is input, Hhe boot program processing is 
terminated to abort tfie boot-up processing (step A10). 

25 [0053] When at step A5, all tiie files to be checked are completely checked, 



execution processing of the OS loader 43 is performed at step A11 . The OS loader 
43 written in a boot sector of the auxiliary storage 4 is read in the RAM 1 02 by the 
BIOS, an execution address of the CPU is set at the read RAM address, thereby to 
transfer the control to the OS loader 43. Then, the boot program processing is 
finished. 

[3] Other Embodiments of the Invention 

Next, a second embodiment of the present invention will be described with 
reference to Fig. 4. 

[Effects of the Invention] The first effect is in that presence or absence of tamper of an 
OS loader, an OS file or any other files can be detected with reliability and without 
users' consciousness before boot-up of the OS loader or OS. In other words, it is a 
boot program that performs the above-mentioned detecting, which is executed with 
reliability at boot-up of the computer system. Since the boot program is stored in the 
ROM, there is no possibility of the program per se being tampered. 

[0093] A second effect is in the simplicity of constituting a hardware 
configuration. In other words, the present invention can be configured by adding a 
soft module for performing tamper check to a boot ROM generally mounted in a 
system and by arranging files to be checked in physically sequential positions in an 
auxiliary storage 4 and using a utility program for generating first stored information 41 , 
and any spedal hardware does not have to be added. 
[Brief Description of the Drawings] 

[Fig. 1 ] A view that show a configuration of an emlxxliment of tiie present invention. 
[Fig. 2] A flowchart tiiat explains an operation of tiie present invention. 
[Fig. 3] A view tiiat explains an example of first stored information. 
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[Fig. 12] A view that explains tiie conventional art. 
[Description of the Symbols] 
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^:/D>/^A(Dteift3n/c'7Y hy'uf^ h^motc 

50 ffi#(C^f^Cr)*I^DL$i. ^^rj:iy:;^v^A(DALiD±.im 



[0012] :$:^mco^fc^mm\t. i^ffl^^CX h u;^ 

(7)3 > f ^ ^mmm(^cmn^ n t^'a i^*^ A<D^^^ 
[0013] ^mMomcommt. m i (om^^mmt 
[0014] :$immm(ommt. ^^^/omm^mom 

[0016] 

1 *^-5£^iAt?{^mt^ii^iA<?5f#m 1 <D3 1 ) 
m^^/otcm 1 ©{^1^t##S4 1 cDIHiJcP^^^TcCCffi^fB 

ft^r^r >r;l/^<?«^3Zi^^^ (^1032) ':f-W 
n^^KZ Of^a5JCj^o^2 cD^^^ft$R3 4 tm^^h^. 
im 1 0«l?fffg4 1 t^^m^V r^)l4 2 ti)^h^ 

^^^(^1(03 3) i^WT^o 
[0017] :^l£H^om2 <D||te?f^,^r«. m 1 OHIfi 

n A 2 *5A;^^g ^f)^t^m2 (DU^mn 3 4 

^i>m^mmm^WL (sscds 5) ^wr-So 
[0018] ^is0^(D^3cD3iw^.^r{*. m2o:>mm 

2 (D^mt $s 3 4 ^axff -r ^^mf $Rmff ( s 

5CD3 5) ^^S:?T'Y;b4 2<h^2(D^#tf^3 

ttlfi4 1 ^c^1?$n/cJEi^^i<!:^j:^:ts^urK5'^©w,tl 

=S:*lJ^■r^@C^^«^^^l5 (S5<D3 3) i^WT-S^o 
[0019] *^H.^©||4<D^J^m^rii, m2<DUn 

6m 2 CD»??W$8 3 4 ^gj^ft-r ^ m 2 cO«^tS$8^^jA 
(S7(D3 6) ^WO. ^'fgPiEm§lg7tim2© 
^tt?83 4<D«^'^P;^ll:^© (gI7(D7 1) ^WT 

[002 0] *|gH^<D||5 CD^ife?f^«ir{i. ^2 C7)^# 
ftfR3 4^5^gB=i>f:x--4r8&C^'^. »3'^1^^^Ci^:^ 

0:P:i*6«Jic«. ^gP3>t'*--^8ti. ll2CD^#1t$R 
3 4<D^3'^P^i^:^S (S8CD8 1) %3'^|^PCC 
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'jmtmn^'iits: ^^^A^mmn^WL (gi 8 8 2 ) 

<i:^#^, h7'Pi^^A2». 5^S|53> t'^-df 8 
<bCDjlfi^i3 (^8CD3 7) 31(1^15 3 7 ^/M/t 

5^§pn > f ^ ^ ^ 8 ffj<D^ ^^^^Mtm^l5 8 2 

^/omi^m (08 03 3) ^^r^o 

[002 1 ] ^mncome (ommmmr^ftt. i^^^/o^m 

10 cfcO^»e«JCct*. h:/Pi5^^A2«. 

D^^A9CD^tf^^ (^9(7)3 8) ^WT-So 
[0 022] *f|B^CDll7 (O^MJf^Srji. 

«lfl 3 ^^^**D 7* n ^ ^ A 9 ^fflSmSte^g 4 

my'u^z^A^^^m (^iocD39) 

y'n A 9 ^^tf^ ^^^^^^:7•p A^tf^^ 
(0 1 0CO38) i^wr-So 

20 \o^2^\%mn<Dm%(rmmm:x\x. osn^y 

4 3tc5$:^^^^^titfe3^}t/c•t^^. J:0:l:f*fi^ccti. 

^o%u-^4^tK H^^^^^^t^tg3^^ix./ca^(^ 

^^fe^:7•p ^/-^ A 9 ^mfia*ii»iBti^g4 ij^hm^ih^ 

m=x't^^^A.m^y'u^v2:.m^y^WL m 1 1 c7>4 6 

T^OSD-^^Htf^^ (Ell 104 6 2) i^W-r 
[0024] 

^y 7 -< }\^^m?^)M^fc}fy(Dmn. M^wmc^mm^m. 
^WLmcmk^y 7 Mnm^nx\.^^mmm&m(o 

{^m^mmk^y 7 -(>\^^nr^m^7=-^tsi^^m^ 
[0 0 2 5 ] mk^y 7 }\^m^\h^mm.. a^(^'^^ 

40 [0 02 6] S(3^^^^*D^^3:t3:. m^.^ntcmk^y 7 

^^y7^}\^<D^^t. ':f-Vy'u^'7i.2<onU^cn 

m^^y7^ji(D^^A.(Dmm^^'r^. 
[0 02 7 ] ^§^BM(om2 (D^mmmtms (ommBm 

[0 02 8] :^m^(DmA<Dmmmmx^t. nm^wm 
m(tcm^$tifcm2(Dm^mmu. ^immMMco^^ 
50 ^K;^^±^l9:'c^$'^>!>^e>TF6^l^o ui^mmm^^ji,^^ 



[002 9] :$i^m(Dm5 (DmmmmiTu. ^i-a^nvt- 

10 

[003 0] ^mm<Dmd commmmTfit. v 

[0 0 3 1 ] :$:fSH^(D^7 <DmmmPMV{t. h :7*a 

:7- p ^ A Htf ^l5:-CB$r ^^ n ^ ^ A :& 
[003 2] 2^fgH^cQ||8 CDHJfeff^/Hrii. h :7-a 

c n/&^ hmm-r ^ o s ^Ci^:^|f /j:m^^:7 t )i^mE-r 
L/. OS f)^mir^. 

[0033] 

[^^C7:)^JS©f^.tl] 30 

[ 1 ] mj&omm 

[ 0 0 3 4 ] n 1 ^mmt^t. :^mM<Dm 1 (ommo 
mm{t. ^JTO 1 0 0 <b, ^ai!jfs^.^g4 i^^tf, 

[0 0 3 5 ] ^J»l 0 0^3:. ROMl<bRAM10 2 

^neic^^jfi^sn/c^'p^^A^nif-r^cpu 1 

0 1 i^^tfo 

[0 0 3 6] ROMlCCt§^$n/c:/-h:7*py^A2 

tCL/d^. fflf»fBtg^l!4tC^§,^?nfcOS P-^4 3 
^RAMl 0 2(fCm^ji^^m7~r^y'O^^M.X^$3:^„ 

[0 03 7 ] ffiSjlBtt^g4 tC«. O S :7 r ^ JU4 4 

OS:7r H';l/4 4^RAM1 0 2K:K<^3i^J|^f-r 
^/c^?)CDOSP-y4 3 i<h;&^#^nrCi€>o 
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[0 0 3 8 ] mjti^<D^^A.mnmm3 '^??tt$R^^ 
^^^m 3 1 <t . feS[«i^:7 T )m^ii^^^m3 2 i . 

K3'A^^^g:3 3 <t ^{iA-Sc 
[0 03 9] Umnnm^j2^^^m3 1 tiif;iStg^ 

(Dmm^ntj:'?^}^.. ■oi^Kiy-hy'o^^A2f)mM 

^i:7T 'i^;Urp^-5^3>-r-^:/;b (^:^TF ATiBS 

-T) masoT. ^y^^jKo^m^tifcmm^imm 

4P^r'CD^Sia^figCDfffR^fi^Ci3!)5r#-S„ o^D 
r h »Jr'-d?Ccti:7 7-^;L'ig<bFAT(Dx>h >; 

h3&^e)JBCCFAT^iik^C<5:CCj:0. t 5 

tifc^mm^m{ii^^^^ct'/)^x^^. ^r^r^jbn 
lOi^#tffS4 l<D>'T-Y;i/«*H^U'C*jt:f(3r, 

m-r^Ct^^X^. B lOS^^^xm^mii:ict^i.\ 

[0 040 ] m^^y 7^)m^}i.^^$^3 2 tj. 

j^/ofcm 1 0<^#1t#S4 1 ^^hm^^y y '<)\^A 2(DWt 
M^n^mni^. ^(O^^y y ^)V4 2 ^ISSjiBtt^ 
m4t^hU^]ht^^<oxh^o ccr'4>B I oscD^b 
•^Ji' 5^j:MSl/ct:f o r <Dlfitf.^Stc r ^ -fe X T -Si^^^lg 

:;&5*^o cini^mv^<ounmmi^iL^^m3 1 ii^i>ii 

[0 04 1 ] ^^^1^^^f53 3 ta:. SSjiStit^g4:0^ 
hm^)hA.fc^m^^yr -OX^KI^i^X. UlcD^^tt 
fg4 l:^)^6^<J^^o/c^^ffiCDlf$R<5:. h :7'P d/'^ 
Ag#;(;Sf#om2cD^#1f$R3 4<!:3()^6. 

^t^s-r^^ ^A^^. iiicDi^^m#R4 1 thx. 
t^^yr^Mcicj-r^f'^ty^jim^^^^mu. m2<D 

^^'^t^^^® 3 3 «HinB7=' ^ 5r i S(rfE#^=^ 
[0 04 2] ^/c, COBJcKl^^a^Sr. OSVi--dt 

4 3o:>^Wi(D^m^mm'r^cti^x^^, osp-y 



9 

ommmiiLmictm^v t ^ « Mtc -^^-^ h -fe ^5? ccj* -r ^ 

c <m. ^k.wm^m 3 3 r\ h ^ 3? 
3cD^^'^cDW^^^^sr^^o m^^\xos^-^A 
os^--^4 3cD^^^<DWMi^^cj:^ 

t^. OSP-y4 3Cr):7-a^^A^l5i>Jili^(D:/- 

[0 04 3]^ 3rOS7T>r;L'44C7)e^ 

^A53::7 T Y^I^^St^^ r i o . sysj. Tmsdos. 
sysj, rcommand. c o m j ^.c<B"C07 t 

^n67&^iE<;?f3Atf^:?T>f;Hi rc o n f i gr. 
sysj-^Tautoexec, b a t j J5: 7 r 

[0044] ^mk%mm3T^ i <D^mm4 i 
#tt$R4 1 }^Mo:>^^A.<Dmm^^^'r6Bmt. jk(o 

[ 2 ] m'^(oWim 
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[0045] r3>t:*^-^>';^f-ACDm^[^^An^i. 
CPUl 0 Ic^HtfT KUX{iROMHC^#;fi^$n/i::/ 
-h::^a^7A2<DMS<D5fesir FUXic-fe^v h^n. 

[ 0 0 4 6 ] ^ 2 h y'xi A 2 (D^S(5:)^n^ 

f":.:/A 1 0$t?:65*|%Hjoi^8lt£^c-5a55^-C*-So 
[ 0 0 4 7 } ^ T;^ :7- A 2 r SvMiO^j^ff fgg!^>Zi 

^^S3 1 ^m^X. % 1 CD<^#t»fR4 1 ^^^j2vt?o 
[0048] ;^l^TX^ :/A 3 1 <D«#t»«4 1 

0^^ti^B4 1 <D^M5C^^^$ n/cm 1 CD{^#tS#R4 1 

*t^r*M{c*^iiio^#ts^4 1 ^Mom^T" 

':r^hy^U^^M.2p^(Dm2(DmWmm.3AlC 

~-^LX^^tj:^^tikt7.7'>jy'AS(,cmt^ kT.'rvy 
A4) „ 

[ 0 0 4 9 ] Xf- 7'A 5 HI (D{^tt^4 1 

t^>^T'Y>'i'4 2(D«IS5&^i^7Lri^3:i:t^ti^. :^'rvy' 
A6-vi3i^. ^§P(0*IS:^s$&^r/cii^«;^7^ v7'A 

[ 0 0 5 0 ] Xt^-:; :7'A 6 titg^iOM^S^ r 
iA;?^^i^3 2^fflt^r. •Y>H'4 2^^;^3A 

[0 05 1 ] ^^CCir;^^'^ 7*A7r. M^^::7T>r^U4 

^^mt^-nmxihtx\t. $r^^3E:7T-f;u^Ha s 
40 h "^wx^mt «>o ^-cm 1 (D^^^tt^R 4 1 ^c^jfft 3 

':f-yy*u^^h.2no^2<DUn 

[0 05 2] xf^':.yA4ic*5C^T. 

mm.hxm^^'mim^^^tmmth (y^v^y 

50 A 8 . >^ "7* A 9 ) o $ n/c A;^^S*> 6 



n 

( 0 0 5 3 ] 7- A 5 T^T<D|^I^^:7 r ^ 

^CC#;;)>tircOSn-^4 3^B I OS^^oTRAM 
10 2«:^a^iX^, ^^5>iA$n/cRAMTFUX«:CP 

[ 3 ] ^BJ<Dffe<D||tfe?i^M 

[0 0 5 5 ] ^(mmm^^\%. m i (Dmwmm4 1 

[0 05 6] Cc^llJi0)itcfctt^:/-h:7-p>/7A2 

•r^i©j^mffg4 1 a#tc>ft-r^^«x-^^r. mi 
i^^vm^mv 7 -/;i'^*ji;5^^g:3 2 rK<?^3i^/i:a«l 

^:7r ■Y;l/4 2t^C^^A.i)mMm^^tC(J:>{mt-m.r 30 
-So ^S7r-<;^4 2^C^^^:J^^^^)-9/cii^. J^I^CD 

[005 7] ±iBOi£)^4iii^^^uri.^-5-:^rajl^KI^ 

[005 8) C03ltS^<iCC:fel>-C«. M^tDJ: ^CC^ 

>r;i/ 4 2 cc^^'^35iliis^ n/cia^ic. m^^:? t ^ ;i/ 
om^y 7-0^4 2 ^mt-r^nm^rmmj^rnvm so 
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[0 06 0] ^56i. h:7*CI^•5A2<D^$'^^^^ 

fms(o-s^tox. }<t)m^e^m(^>xmi&<Dm2<o 

^^1^3 3Xm^^^Ct^^^tLXi<^^. 
[0 06 1 ] •f-hv^u^'yAZkt. m2(DX'r -jy'A 

1 (Dmm.m^mmit(D'^x. xtim^e 6^ 2 
wmn 3 4 <i:m^#-r ^ » c ii^^x ^ y a i r a:^^® 

I o s t: A;^^®6 7&>6 A;^t»#a^^ttmnt3rj: 

[0 06 2] c (ommmmu. m 2 cDi^^^ts^R 34^^ 

Mi7&^6^>5«t-cir. mm^w.mx^^ti^i>nm 

i)^^^. 5 6CC||2CD^i?tf^3 4^ROMl;0^6^«9 

^•rcdccj:^. ^^^^ikr-5ll3^;^^^6*i^^•r^c 
tt^x^^. ^(Di^w:^x<om4(om:mBmmm^t^ 
60 

[0 06 3] ^>:(c:$:j%0^o||4 OHIim^CCOC^r® 6 

[ 0 0 6 4 ] 0 6 triiBm4 (o^mmm^c^iiih. m 

iouummA2<Dmx^^. 

[0 06 5] c<Dmx\t. m 1 (D^mmwA 

r ^ )iA 2 t^mmc\imnmw^m2(DUum 

(tcm2(om^mm^mi'f^ct^n^o m^-r^^m^^c 
2--?(Dmm<omm&^mm (xor) ^^^ymx 
hmt>rj:iK mi(Dmmm4 1 ^2cD^mf 
fR3 4i^^ur-::^i6ji*^l^rs^L/cEE^ffl^. a 

[0 06 6] ^^A.^m^m\t. ^^mc. mm^^m 
min^f^xmw u tcm^^m 2 (D{imt$s ^ ^mm b . 

[0 06 7] wm:y^xi^yj^<o^^A.^mm-ti>fc^ 

[0 06 8] caymmmkt. wmm^commmon 

[0 0 6 9] mc:i^mmmb(omiBW^^c-:>\.>xmi 
^^^i^xtm-th^ 
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[0070] c (ommmmTitt. m2 <DU^mn 34^ 
mm 7 6^2 <Dm^mm^m.n-r^m2<DU^mmm 

3 6 . ^j:*5?&^o^§PfBS«g 7 2 

oi^^?tf $R 3 4 Oft 3'^K^±^® 7 1 ^mx ^ct^m 

[007 1 ] nm^^MMi 7 ittmXiit. 7 U f-r^ ^ 

(0 0 7 2 ] ccommmmM. m2<Dm^mm3 a^zt 

-hy'U^^J:.2(Dim^tlfcR0Mlf)^ib^^m-rc 

-So 

[007 3] ;XtC*|feBJCD06COl|]te?f^l^iCOtiT^8 

[0 0 7 4] c(Dnmmv\t. m2(Di^mm3 4^^ 

2<D«#tS?g©fta^^K5±^S8 li. m2CD«#tt$B 

W^m2t^mx^. $6Cc:/-h:7*py^A2«. 
51'aJn>h-^-^?8<b©3lfi^g3 7^ii^-5o -e-L 

y-vy'a^^2.2(D^^^^^^^m3 3iit. mi 

<0U^m^R4 1 <!:^M^^«:7t 'Y;I/4 2 <b. ^gl5n>f 
- i (Diift^K 3 7 ^/r- 0 r 31-353 > b- ^ - i5? 8 W 
cDHit ^^«l^ait»^l5 8 2 ^<Sffi-r ^, c i i r . ^g-t^^ 

y '<)VA2m^<O^^A.(DmM^^'ri>h(Dt'r 
[0 07 5 ] C(OmmmX\.^^^^::ily}^:^-^S 

[007 6] 'j^mmmnoMmmm^mxfc i c f 

iUr«. CPS h^>1f -^.^ (Tr an s ac) 
CDTB9 8 Si^f i?&^^6nri^^o COck^^j:;^- 

ffii^ni^. H^r^©ft^'^«lM]t^-m^l^:8 2<hbr. 

CD^^b^S?::/- h >^P^^A23&^6W*3IilU. IC 
7 A 2 W<7:)ft^^^^*D^g 3 3 |*«^S:7 T ;b4 2 

(Dffii F y a y ^ A 2 mvEmLfcBt ^tmux 

[007 7] 31-gBn>tV'-3?2tCI Ctf- K^ffll^/c 
^i^c7)||2<Z){^mf^^7:)^^^P;5±^l58 Hi. b^^o 

[007 8] 31-353 >f:*- 5? 2 tc I C^- F^ 

ffiC^/cii^O:/-'F7'n:5^^A2WJ(D3im^S3 7«. 
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mtifR s 2 3 2 - c 4<-' F ^/M.r n-s y 

7A2{3:^t7]Cc;iS^^:$r^7]^{l:-r'5 (IE2 Xt" :7*A 

1 ) or. t^s^ig^!^-r^B^,«^.r «R s 2 3 2 - cm^M 
[0079] c(Dmmmwiitc:hi.^xu. ^^A.muf'cm 

■r^it#^Il<D— 35^ROM 1 ^<oy- F y'a^^Ai!)^ 

hmK^m-rct-c. nmiumo^M^^^-i^^^ryy' 

[0 0 8 0] ^Xtc;$:f|H^(D^7cr)JQfeJi^,^CCOlirS9 

[008 1 ] ccommmmvi^t. ^^^^kmmm3^m 

'^^^/v^my'vty^AB^'y^ F:/af'5' FtStfe#t 
[0 08 2] ^^F:7-D7*i^F8l«gW#cr)iBtt^ig9 1 

SEgi'J^'-Fi^nccMtJ^^n/cJSS^ROMir^^ 

^a^/ces6(DB I OS;0^Jgtg$n/cS£5iROM^?J^'- K 
f^A(D:f-hy^\:i^yA{t^ B I os^mm^tifcW:^ 

-rtstfe^f^-Oo ^c^^*^7•p^vA9^^^:^^K- F± 
ffi-rtitg^^^-eos^. ^^^t^^:7•^^>'^A||^f^^3 

8<b;^c-So 

[0 08 3] "y-^ hy'u^^ hmmi^B<D^^m^m9 i 

«^rt€.o -o^o. F:/ai^^A2*5iBtifi?S9 

1 J&>6H^c3'^M^'7'Pi!/^A9^^^3At^:;^^^{^, m 
^A.muy'0 i/'yAQ ^IBtgt^g 9 1 (OmMO^M 

wx^oi^miphB I os^^-:>xm^m^k\tx\.K m\=f 
^6ys^^u. ^:^i'>r7*#^rcpu 1 oooi pr Fu 
RAMI 0 2cci!^iA^n/ca^^^'^^^^:7•pi/^ 
A9<D5fealT Fu;^^^^Tn{^J:i^o 
[0 084] consfeB^^tcfei^rti. ^^^^^^^tg 

3^ROM IF^CD:/- h:?'P^^A7^:»6^0ilTC<f: 

[0 08 5] A(>c^§^BM(DmB (ommmmcr>{,^xm i 
o^mMoxmM^^. 

[ 0 0 8 6 ] c (ommmmxiit. ^^A^^^mm 3 

oft®^^:7*p>/^A9^M^ieti^®4tCt§^L'. R 
OM mo:/-- F >'*P^^A2tc. ^;^/o^^y'U'if^ 
A 9 ^^«>-:&rfiHtll9t^^'CEBieu/cft3'^«|^:7•p 
AJEM3 9 1 ^iHii^Lr*5< c "tbxy- hmt^at. 
m^cDim^y'u ACDrt§^-75-r^ttM!SrffiBi 0 
xmt. fi^ff^n/c8t^'^«^7'p^'^AEESffl3 9 1 
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>-7*^^rCPU 1 0 0<D I PT KWX^, RAMIO 
2 CC^^3i^t^/c^^^^^^:?•D A 9 OMMT K U 
x:c^-rtit3f<i:iio 10 

[0 0 8 7 ] commmvu. :^^m^m^rhfc^ 

ni^^A*IS^I53 9 ^3^^1^^r7•p>5/^A9^^ 

- K 0T^^f•r^^^^^^•7•^ A^tf 3 s /c 
^/^$<r*. d&wr5ROMi(^^^';^r^^/h$< 
c 0 0 8 8 ] ^x{c*^H^(Dis9 <Dm^mm(>c-:>t.^xm i 

l^#MOr^H^r^» 20 

[0089] c<Dmmmmvu. ^^A.^^mm3^m 
3A^Jl^f-r^*^^^^:7'^^'^A||^f#l^4 6 1 

itun^ tifcO S a - ^4 3 ^ic^jA^^HtT-r 5 O S n 

- ^mi^^A 6 2 i ^^i^fd^^O S n y 4 6 ^ . 

[0 090] A||tf^^4 6 1 

mi*. ?t^^i^^:^^^^A9:&^iBj!JiH1ii^g4(DBlT 

^cD^^(D{igX>>6B I OS^ig-^TRAMl 0 2 

cc^;^>^3i;?j^, i/i'>:7*^rcpui oo<Di PTKu 
x^, RAMI 0 2cciEJ^f^^n/c^5'^^^^7'a^^^ 

[0 09 1 10 su-^^mn^&LA 6 2 ^isi^itc^ijsr 
[0092] c(Dmmmmv{t. mm^^^mm^ (,cm^ 40 
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<om^\t. ±%^(o^m.^^iitji^<D^ty-\'y'^^yAx 
[009 3 ] mzonmt. I'^xrmf^^mmifC 

o:/-^^ROM^c^3^^^^^^^f3^cC^ v:7 h^v?^-;!/ 

mm&^mmimm(fCMmom 1 oi^mt #g4 1 ^^^-re 

J^-f-^ yx-Yr^u^^A;&i^ffi-r€»yi:^:f-C. 

tbtjii^fcisbX^^h. 
[0094] 
[MCDffiWcClJ^B^] 

1 ] :^§m<D-mmBm(Dmf&^ir-rmxh^o 
m2] :$imM(Dmi^^mm'r^fc!tKoyti-^i'-h 

[SI 3 ] ^ 1 (Dm^mm<D-^^^mm'r^fc^<Dmx^ 

me] mi<o^^mn(Dm<Dm^mm'ri>mx$>i>. 
my] :^^m<om(omm<omm(omm^mfy'rmxh 

ms] :$:^BM<Di^<omm<Dmm<Dmm^mt>-rmx^ 

ms) ^m^om<Dmi(omm(omwL^mt>-rmx$> 

mio] :$:^^M<Diik(Dmm(Dmm<Dmfe^.^mi:>'rmx 

[^ 1 1 ] ^mM(om(omm<Dmm<Dmm^mt:^'rmx 

mi 2] m^<Dmm^m^-r^fc!t><Dmx^?>. 

1 ROM 

2 z/-hy'u^^A 

3 ^^A^^mmm 

3 1 ^#tt^a^^iz<i?*^^^ 

3 2 M^S:7 T ;^iE^jA^^|g 

3 3 ^^A^^m^m 

34 m2©^#tt^ 

3 5 ummRxti^m 

3 6 H 2 CD(^#tf fSi^^iAj^^^ 

3 7 mm^m 

3 8 ^s'^^^^'7*cI^^A^^f^® 
39 Hfe^^^^^^:/p^/^A^^^^m 

3 9 1 ^^^^^^D:/^i^^AEffiM 

4 ^SJiBl^^g 



(10) 



1 0-333902 
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m 1 <om^\%m 
OS -r^u 



4 1 
42 
43 
44 
4 5 
46 
46 1 

46 2 OSn-^^Htf^J^ 
4 7 ^^/^^^y'^i/^A 
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